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The OSI Model
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The Consensus Layer Illusion



The Mining Treadmill
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Miner Interference
Transaction Reordering

• Shuffle the transactions in a block
• Find an order that maximizes profit

Contract developers must plan for arbitrary reordering 
of transactions in blocks, or risk exposing their users to 
extra fees or other unintended harm.





Miner Interference
Transaction Insertion

• Create transactions
• Never pay gas
• Put them anywhere in the block



Miner Interference
Forced Errors

• Insert carefully chosen transactions
• Cause other users’ transactions to error
• Other users still pay gas



Miner Interference
Censorship

• Just don’t include a transaction
• The account is locked as a side effect



How to Front-Run Etherdelta
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